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� From voice to Services… and beyond

� Attack scenarios 

� The „Trust Model“ concept
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Giesecke & Devrient ―
From Printing Banknotes to High-Tech Security Solutions
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The Mobile phone will become trusted personal device

Mobile phone has become one of the essentials people have always with them

Voice
Local

Interactions
Multi-
media

InternetData

Mobile phones will become trusted personal devices 

Traditional cards (payment, loyalty, transit, access, …) as well as user-IDs, passwords 
and keys are securely stored and processed in the Secure Element of the mobile phone

NFC plays a key role in this evolution

Mobile devices continue to evolve and will play a central role in people’s life
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Trend: Convergence of daily life security applications
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Dramatic increase of Threats while using the Internet

Man-in-the
middle attacks

DNS
Spoofing

Password
sniffers

Phishing

Pharming

Hijacking
Rerouting

ID Theft costs user 
$500 and 30 hours 

per incident (US FTC)

$5.000.000.000 in 
remote payment 

fraud

Liability can be 
shifted to issuing 

banks… how will they 
pass-on the losses?

Phishing successful 
5-10% of the time

Crack once, use everywhere 
Yahoo = Lotus ? Bank = AOL ?

“Demonize-T” 
Trojan horse 

forwards password 
keystrokes to 

hacker websites

70% of users 
would “trade their 

password for 
chocolate”

Increased  
numbers of active 

phishing sites 
27000 in June 07 
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The Development of Threats

New attacks simply wait until authentication process has been 

completed:

• The application / the browser is the new target:

• Malware infects the browser/app (exploiting default interfaces)

• After the authentication the malware takes control of the browser and performs 

own operations in the name of the legitimate user

• The malware displays to the user what he expects to see, not what is really 

happening

Serverinternet

username /
password

OTP device

PKI device

Mobile as 
authentication 

device
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Embedded SE

SIM-based SE

Removable SE

The need for a Trusted Execution Environment (TEE) 

TEE: TrustZone & 
MobiCore

SE = Secure Element
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NFC Ecosystem: Service Provider and SEI

SP-TSMSEI-TSM*

To deploy and manage NFC applications without compromising user’s sensitive data ...

Manages Security 

Domains on SIM, 

manages applications, 

implements OTA & 

secure element 

lifecycle management

Interfaces to SP to 

support service 

deployment, 

personalization of 

service & service 

lifecycle management

G&D’s NFC Enabler G&D’s NFC Service Manager

TSM

GP Messaging Interface

SE issuers manage and issue Secure Elements
capable of hosting smart card applications... 

… Service providers, such as banks or transportation 
companies, manage credit cards and transportation 

passes
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The Eco-System behind a TEE Implementation

Silicon Provider
to integrate and 

manufacture

TEE in processor

and SoC, e.g.

Silicon design architecture plan (IP) for TEE 

from

Software part of TEE –

the secure OS from G&D

Device manufacturer (OEM) to 

choose TEE enabled silicon/SoC and 

a secure OS

The secure OS need to interact 

with the open OS, e.g. Google Android

MNOs ideally endorse TEE in MNO

distributed devices

Secure WorldNormal World

Applications need to be 

developed to enable 

Service Providers making 

use of TEE

TSM required for secure OTA service activation

and up-dates  
The user wants easy 

access to services
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Thank You


